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1.1 Overview

HID Global's OMNIKEY® 5x27CK readers open new market opportunities for system integrators seeking
simple integration and development of readers using the standard Circuit Card Interface Device (CCID).

With the keyboard wedge functionality, users of OMNIKEY 5x27 CK readers can retrieve data from a card
that is presented to the reader and directly input the card data into an application using keystroke
emulation. This eliminates the need for customers to manually enter the card data into an application.

This guide explains how to setup the reader to use different card types in the Keyboard Wedge mode
using the web browser interface.

To use the reader browser interface, the EEM-USB driver must be installed. For installation instructions, see
the OMNIKEY 5x27CK Quick Start Guide (5127-901).

Note: HID provides various Service Packs for the OMNIKEY 5x27CK. Some functions have been
introduced with later Service Packs only. These exceptions are noted in this user guide. For
downloading the latest Service Pack for your OMNIKEY 5x27CK reader, access the Developer
Center: www.hidglobal.com/developer-center/OMNIKEY-5x27ck.

Service Packs are available in the Downloads section, which requires a user account. Check the firmware
version of the OMNIKEY 5x27CK Reader from the General Overview tab in the built-in web interface. See
2.1 Reader web-based management tool interface.

1.2 References

Document Number Description

5127-901 Quick Start Guide
5127-903 Software Developer Guide
ANO407 Firmware Upgrade

5127-902, E.4 8 March 2021
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1.3 Abbreviations and definitions

The following acronyms and abbreviations may be used in this document:

Abbreviation Description

ASK Amplitude Shift Key - a modulation schema for RF communications
BLE Bluetooth Low Energy

CCID Chip Card Interface Device Protocol

CHUID Card Holder Unique Identifier

Config Short for "Configuration”

CSN Chip Serial Number or Card Serial Number

EEM Ethernet Emulation Mode

FSK Frequency Shift Key - a modulation schema for RF communications
FW Firmware

GUID Global Unique Identifier

HF High Frequency - 13.56 MHz

HTTP Hyper Text Transfer Protocol

HW Hardware

KBW Keyboard Wedge

LF Low Frequency - 125 kHz "Prox"

oS Operating System

PACS Physical Access Control System

PSK Phase Shift Key -a modulation schema for RF communications
RCN Random Chip Number

RFID Radio Frequency Identification

1.4 Firmware version information

There are two generations of OMNIKEY 5x27: Genl and Gen2. The firmware versions for both generations of
readers have independent numbering. The table below helps with identifying actual version of the reader

and firmware version.

Part number (starts with) Generation Firmware versions
R5x270001 Genl 01000000 - 04020500
R54270101 Gen2 01.02.00FB

R542701

R51270010

R51270020

R51270030 01.03.013D

In this document, to ease the ability to recognize the firmware version, numbering for Gen2 readers is
denoted with dots (e.g. 01.00.0019, where for Genl it would be 01000019).

5127-902, E.4
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1.5 Supported RFID technologies

1.5.1 LF technologies (125 kHz)

Card type Firmware version Data availability Protocol polling!

FSK Prox (e.g. HID Prox, AWID) 01000000 or higher PACS Prox

PSK Prox (e.g. Indala®) 03000000 or higher

ESK Prox (e.g. EM4450, Acura)

HITAG1,2and S 01.00.0069 or higher

1. The Polling Config tab is found under the Contactless Config tab.

1.5.2 HF technologies (13.56 MHz)

Generic ISO15693

Card type Firmware version Data availability Protocol polling'
Seos® 03000000 or higher CSN, PACS, Custom ISO 14443A
HID iCLASS® 01000000 or higher CSN, PACS, Custom iCLASS 15693
MIFARE Classic ISO14443A
MIFARE Ultralight / C CSN, Custom
MIFARE DESFire
MIFARE DESFire EV12 CSN, PACS, Custom
MIFARE DESFire EV2 SP2 FW version
(when known)
MIFARE PLUS® 01000000 or higher CSN, Custom
FeliCa 01.00.0069 or higher CSN, Custom FeliCa
PIV 04000000 or higher CSN, FASC-N, GUID, GSA, Custom ISO14443A & B
CEPAS SP2 FW version CSN, CAN, Custom ISO 14443B
(when known)
Generic ISO14443A 04000000 or higher CSN, PACS, Custom ISO 14443A
Generic 1ISO14443B ISO 14443B

iCLASS 15693

1. The Polling Config tab is found under the Contactless Config tab.

2. MIFARE DESFire EV1 (MAC secured, DES/3DES, 3K3DES and AES encrypted - firmware 02000000 or higher; diversification -
firmware 04000000 or higher).
3. Security Level 3 requires firmware 04000000 or higher.

1.5.3 Bluetooth support (OK5127CK-Mini, OK5427 Gen 2, and OK5127 Reader Core)
HID Seos credentials can be read from any phone which satisfies the following requirements:

m Either Android version 4.3 or later or iOS 7 or later
m Bluetooth 4.0

m HID Mobile Access® app installed and running

This feature is available only on the OK5127CK-Mini, OK5127 Reader Core, and OMNIKEY 5427CK Gen2
readers. It is not available on the original OK5127CK or OK5427CK.

5127-902, E.4 10 March 2021
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1.6 Modes of operation

Due to the way that some operating systems handle USB devices, HID suggests that anyone using KBW or
Custom Report mode designates two OMNIKEY 5x27 units for use with their PC to enable the following
workflow:

m OMNIKEY 5x27 in KBW mode - all testing and setup of parameters
s OMNIKEY 5x27 in CCID mode - programming configuration cards
m Apply all KBW and Custom Report Mode Settings via configuration card

If this approach is not followed, the computer user must carefully manage the instances of the devices to
prevent registry corruption.

1.6.1 Ethernet Emulation Mode (EEM)

EEM is enabled by default to manage configuration settings via the embedded web-based management
tool or over TFTP. EEM operates in addition to any other interface to allow for access to configuration
settings.

The only way to recover EEM once disabled is via a configuration card, MIB command in CCID mode or by
SetFeature request.

To switch on CCID mode (when Keyboard Wedge mode is active), send a HID (Human Interface Device)
Set Feature Report request with report ID OxO0 and two bytes: OxA5, Ox5A. The device will then re-
enumerate and communication via CCID will be possible.

Using Set Feature Report request, it is also possible to switch on/off EEM. To enable EEM, send a request
with report ID 0xO0 and bytes OxA5 and OxEE. To disable EEM, use OxA5, OxXEO.

It is also possible to switch on/off the EEM interface using the HID OMNIKEY Workbench tool, which can
be found on the HID Global web site: https://www.hidglobal.com/drivers.

Enumeration

When EEM is operational, the OMNIKEY 5x27 will enumerate with the OS as a Network Adapter in addition
to enumerating as a Smart Card Reader, Keyboard, or Composite USB device. In a Windows environment,

the device shown in device manager as HID USB CDC EEM Ethernet Adapter #n (where n is the number of
occurrences of the device)

The PID/VID for the device in this mode or operation mirrors the PID/VID for the CCID, Keyboard, or
custom mode.

CCID mode operational

La-j HID USE CDC EEM Ethemet Adapter (5427) #2

Property

Hardware [Ds e

Value

USE\VID_076EARID_5427&REV_0100&MI_01
USB\WID_07eB&PID_B427&MI_01

5127-902, E.4 n March 2021
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Keyboard Wedge or Custom Report mode is operational

[g! HID USBE COC EEM Bthemet Adapter (5428) #2

Property

Hardware [Ds w

Walue

USBMWID_076BAPID_bB4288REY_0100&MI_D1
USEWWID_076BAPID_B4284M1_01

1.6.2 CCID

CCID is mainly used for read/write applications or with hosts that cannot support a keyboard input. CCID
required an intelligent host and operates as a transparent PC/SC - CCID reader where the host controls
every aspect of the card communication.

CCID mode must be active to create an OMNIKEY 5x27 configuration card as this requires read/write
capability.

CCID mode cannot be operational when Keyboard Wedge mode is operational.

Enumeration
In CCID mode, the OMNIKEY 5427 enumerates with the OS as a Smart Card Reader.

HID OMMNIKEY B427CK
e

Property

Hardware |Ds v

Value

USBNVID_076B&FID_5427AREV_0100&MI_00
USBNVID_076B&PID_5427AMI_00

5127-902, E.4 12 March 2021



" Powering . OMNIKEY® 5x27CK Keyboard Wedge Configuration and Custom Report
Trusted Identities User Guide

1.6.3 Keyboard Wedge

KBW mode supports read only applications and is fully configurable via the built-in web-based
management tool, TFTP and configuration cards.

In KBW mode, the reader will access, buffer, process, and report data as series of keyboard keystrokes to
the host as configured.

Enumeration

When operating in KBW mode, the OMNIKEY 5x27 enumerates with the OS as a keyboard device.

HID Keyboard Device

Property

Hardware |Ds | ae

Value

HIDWID_076E&PID_54285REV_0100&MI_D0
HID*WID_07EE&PID_5428&MI_00
HIDWID_076EALIP-0001_U:0006
HID_DEVICE_SYSTEM_KEYBOARD
HID_DEVICE_UP-0001_U-0006

HID_DEVICE

1.6.4 Custom Report
Custom Report mode requires that KBW is enabled within the reader, and outputs the configured data as

raw HEX and not keyboard keystrokes.
Enumeration

In Custom Report mode the OMNIKEY 5x27 enumerates with the OS as a USB Composite Device in
addition to enumerating as a keyboard.

USE Input Device
T

Property

Hardware [Ds -

Walue

USBMVID_076BAPID_B4282REV_0100&MI_00
USBNVID_076B&PID_B4234M1_00

5127-902, E.4 13 March 2021
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2.1 Reader web-based management tool interface

The OMNIKEY 5x27CK Reader has a built in, web-based management tool that can be used to configure
many aspects of the reader performance and behavior. This section provides a brief explanation of all the
tabs, and the basic functions found under each tab for easy navigation and use.

Note: Due to how the Windows OS manages instances of devices, HID recommends that a single 5427CK
device is used to build configurations. The configurations should be applied via configuration cards
on a different host OS device. If this cannot be done, care must be taken to manage the device
instances in Windows to prevent computer issues.

2.2 Setup

The web-based management tool is intended to allow users to configure device operating parameters
manually with an intuitive Ul that is easy to understand.

The web-based Ul is simply a user-friendly interface which sends commands over to the reader over the

EEM HTTP channel. The commands it uses are all documented in the OMNIKEY 5X27CK Software
Developer Guide (5127-903).

HID suggests all integrators implement configuration/firmware upgrade capability.

When using CCID, it us strongly suggested that you investigate the Abstraction layer command
ProcessKeyboardWedge, documented in the OMNIKEY 5X27CK Software Developer Guide (5127-903). This
will often greatly simplify your application, as it transfers much of the sequential process of reading
specific data from cards to the reader. It also makes testing and debugging easier.

2.2.1 Ethernet Emulation Mode

The OMNIKEY 5x27 EEM Driver must be downloaded onto the Windows based PC and installed before
plugging the reader into the USB port. The EEM Driver can be found on the OMNIKEY 5x27 Developer
Center under Downloads, or at http://www.hidglobal.com/drivers.

The EEM Driver currently supports the following 32 and 64-bit Windows OS versions:
= Windows 10
= Windows 8.1
= Windows 8
= Windows 7

2.2.2 Web browser

As with any web-based application, the internet browser directly affects the user experience. HID Global
does everything possible to minimize the impact that different web browsers have on the user experience.
However, with frequent changes and the fact that the tool is an embedded firmware web-based tool, HID
Global cannot fully guarantee interoperability with all web browsers.

Supported web browsers (English versions only)

Internet Explorer, version 11 (compatibility mode must be disabled)
m Firefox, from version 53
m Chrome, from version 58

m Opera, from version 45

Known issues may exist with different firmware revisions of the OMNIKEY 5x27 and specific browsers.
Refer to the firmware release notes for any known issues.

5127-902, E.4 15 March 2021
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2.3 Navigating the Reader Management Tool

Note: The PC used to access the web interface must be prepared as described in 2.2 Setup, then
connected to the reader.

2.3.1 Accessing the web interface
1. Start a supported web browser.

2. Enter http://192.168.63.99/ into the address bar and press Enter. The OMNIKEY 5x27 web server
page launches with the General Overview tab selected, which is similar to the following page.

Power 4( 0 days,

HID OMNIKEY ® 5x27 CK Reader Management Software Reset 1- 0 days,

l 1 General ’ Y Reader | Y Host Y Y System Y
L ) Overview Information Config Interfaces Consoles

Firmware Version 01.05.0176

MAC Address 00:18:9E:08:76:31

Unique ID  010100534B4032373718595608184630

Number of CCID Slots 1

Contactless Card ATR

5127-902, E.4 16 March 2021
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2.3.2 Navigating the tabs

The following table describes the functions of each tab.

Emulation Mode.

Tab Description Intended user level
General Overview A quick overview of reader information to include Main Firmware | Novice

Version, MAC Address, UID of the reader, No. of CCID slots and

the Contactless Card ATR.
Keyboard Wedge Keyboard Wedge Setup Parameters. Novice
Reader Information Full view of the reader firmware and hardware state. Novice
Contactless Config RF, BLE and LED/Buzzer register settings. Novice
Host Interfaces Host interface configuration items for USB and Ethernet Advanced

System Config

Reader configuration and firmware management to include:
= Apply, Reset and Store configuration changes

m Reset all configuration to factory default

» Load and download complete configuration files
= Manage firmware

m Change access levels with passwords

Firmware and Configuration
Parameters: Novice

Change of access levels:
Advanced

System Consoles Interface to view actual USB traffic Advanced
About Acknowledgments and legal statements N/A
5127-902, E.4 17 March 2021
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2.3.3 Changing settings

Modified settings are green at first and turn black when finalized using the Apply Changes option specified
in step 3.

Modify Settings

1. Change the configuration parameters as needed. The description or value color changes to green.

Keyboard

General
Config

Keyboard Wedge Enable |/

Output Type [Keyboard Wed.ge| - ]

Boot Interface | |

2. Press Enter to finalize text field changes including special characters such as [ENTER].

Prestrokes Poststrokes

CSN Data: [ENTER]

3. Navigate to the System Config tab and click Apply Changes. The changed configuration parameters
revert to black.

bat ! System i System About
ACES Config Consoles

[ Apply Changes ]

[ Restore Default ]

I Reboot System ]

Note: The Reboot System button is only necessary when changing operational modes (CCID, Keyboard
Wedge, Custom Report) so the reader can re-enumerate with the host system as the proper device,
and when changing configuration parameters under the Host Interface tab (Changing Ethernet
Settings, Enabling UART, etc.). Click Reboot System only after clicking Apply Changes.

5127-902, E.4 18 March 2021
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2.3.4 Downloading and uploading configurations

Downloading and uploading configuration files is an important feature of the OMNIKEY 5x27. Once a
configuration is fully tested, it can be downloaded and used to make a configuration card using the hid_
ok5x27ck_configcard_tool, that can be downloaded from the Developer Center.

Download a configuration file

1. On the System Config tab, change all configuration settings as needed.
2. Click Apply Changes.
3. Click Export Config

Power 77: 2 days, 01:51:06

HID OMNIKEY ® 5x27 CK Reader Management Software Reset 7: 0 days, 00:10:53

[— | . - NV NG g —
) - Information Interfaces Config Consoles
Update Firmware | No file chosen
Apply Changes
Upload Config | No file chosen _
Restore Default
Encrypt Firmware | No file chosen O
Load Key Layout | No file chosen
Update BLE Firmware | | No file chosen
Export Config

4. Rename the file to be specific to the configuration for future reference (the file will always be named
ok5x27ck.cfg upon download).

Ll vy Lug e Cam e s

Export Config

Signing Key

Verification Key

Current Access Password Set Act

Password timeout (mins) 10 Confirm Act

[ || ok5x27_ck.cfg ']

5127-902, E.4 19 March 2021
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Upload a configuration file
1. Select a file by clicking in the text box next to the Upload Config button.

HID OMNIKEY ® 5427 CK Reader Management

l Host System

Interfaces Config
Update Firmware Mo file chosen
Upgrade SDR Mo file chosen

[ Upload Config ] [ Mo file chosen ]

2. Search for the configuration file in Windows Explorer, select the file and click Open.

P

| &« v 4 <« Mew Volume (D:) » _workdir » Firmware * Configurations v O Search Configurations el

Organise » MNew folder ==~ [ o |

~ MName Date modified Type Size
7 Quick access
| | ok5x27_ck.cfg 08/08/18 14:15 CFG File TKB

fa@ OneDrive ‘

& This PC

[ Desktop |
|| Documents
& Downloads
J’! Music |
&=/ Pictures
m Videos |
i Windows ()

- Mew Volume (D, |

File name: | ok5x27_ck.cfg v| | A Files v

cance'

The configuration file name is displayed in the text box.

3. To upload and apply the configuration contained in the file, click Upload Config.

HID OMNIKEY ® 5427 CK Reader Management

[—l 3 Y g Y Y Host | System

= = Interfaces Config
Mo file chosen
Mo file chosen
okEx27_ck cfg

Note: Please bear in mind that a MIFARE DESFire Configuration card will update only the parameters
available in the web server Ul, and does not load keys, change Indala format, etc. Please contact a
HID Sales, Presales Engineer or Field Applications Engineer for more details.

5127-902, E.4 20 March 2021
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2.3.5 Setting a web server password
The web page management tool for the OK5x27CK can be protected by a password. This restricts access
to the web-based management tool only.

Password entry options

To set the password, enter the existing access password, the new password, and confirmation of the new
password in the password section of the System Config tab.

To send the password to the reader, place the cursor in one of the three password fields, then press Enter.
If there is no password currently set, leave the Current Access Password field blank.
To disable the password, leave both the Set Access Password and Confirm Access Password fields blank.

Once the password has been sent to the reader it will be necessary to click Apply Changes for the
password to be kept after a system reboot.

The Password timeout (mins) field specifies the amount of time in minutes the current login session will
last before the user has to re-enter the password. To use an infinite timeout enter a value of zero (0).

Host | System

Interfaces Config

Update Firmware Mo file chosen

Upgrade SDR Mo file chosen

Upload Config Mo file chosen
Encrypt Firmware Mo file chosen

Load Key Layout Mo file chosen

Export Config

Signing Key

Verification Key

Current Access Password Set Access Password

Password timeout (mins) 10 Confirm Access Password

If you prefer, this can also be done by sending the following APDU to the reader:

CLA INS P1 P2 Lc Data

OxFF Ox68 0Ox00 0x01 Length of 0Ox05 ASCIl Password

(Pseudo- (OK5x27CK (MIB (MIB Control) password +2 (Password + null terminating

APDU) Command) Command) Entry character
Command)
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Login screen

Once a password is set, you will automatically be presented with a log in screen on accessing the
webserver. To login, enter the password created previously. If the password is entered incorrectly there will
be a delay of several seconds before the password can be entered again.

Note: To recover the password, please contact Technical Support.
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2.4 Card type processing priority

Card type processing priority makes it possible to reduce the response time for the application to respond
to a card presented to the reader. HID recommends that the card processing prioritization is configured for
each installation of a device to ensure that the primary card type has priority. To configure the card
processing priority, go to the Contactless Config tab and use the Tech Order arrow buttons as shown
below.

Contactless ||
Config

Host

Interfaces

A

v
B V]
v

<

Tech Order
Seos
BLE
HID iICLASS

IFARE Classic

IFARE Ultralight

IFARE Desfire EV1

M
M
MIFARE Desfire
M
MIFARE Desfire EV2
M

IFARE Plus

-n
-}
=
[

2
=

INERERERERERERERERERAR

Note: If Other ISOxxx is configured as the highest priority, the only output reported will be the CSN of the
smartcard.

Note: It is best practice to place at the top of the priority list the card type that is the primary card at the

installation. This will reduce the processing time for the card type and associated data.
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2.5 Polling configuration

Note: In Service Pack 2.0, an additional Enhanced Polling option was added. This option influences the
Tech Order in the reader (turns it on/off). By default, this option is not selected. This results in the
Tech Order being deactivated, which causes dual technology cards to become unsupported. This
option increases reader performance by shortening card activation time. If dual card support is
needed, the Enhanced Polling option must be selected.

This section should be fully understood by all technical support staff. Controlling card technologies and
protocols is extremely important for a better user experience. It also reduces or eliminates the probability
of a rogue credential in the application, for example a parking garage card being read by the cafeteria
system (instead of the MIFARE DESFire or Seos card that is supported) with the data output of the reader
looking like a different individual is present.

It is extremely important to understand that card polling is the process by which the reader changes RF
protocols to search for each specific RF protocol and card technology. For instance, the reader will poll for
cards every 100 ms (the polling frequency). The polling delay is the period that the reader will wait to turn
on the next protocol and search for cards, after it has searched for cards present in the enabled protocol.

The reader will poll for cards in the following order:
1. Tech Order Table (Card Technology)
2. RF Protocol (RF Link between Card/Phone and Reader)

Note:
m The more technologies and protocols that are enabled, the slower the response of the reader.

m Use caution when disabling Config Cards within the RF Protocol section. When configuration card
support is wanted at the installation site, ensure that Generic ISO14443A is also enabled without any
response in the Keyboard Wedge, Card Data Selection sub-tab.

The reader polls only for the card protocols selected in the Polling Config tab. The reader ignores all card
types cleared on this tab.

It is recommended that you create a default configuration enabling all wanted parameters and disabling all
unnecessary protocols and card technologies. This will optimize the reader response/operational timing.

Note: If a multi-technology card is not detected correctly, increasing the RF Field On Wait Delay
(rfFieldOnWait) value may fix the problem. This value can be changed via CCID or the webserver
(Contactless Config > Polling Config > RF Field On Delay).
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f [P Contactless r Host r h
) L Information Config Interfaces
IR EAEAE
Config Config Buzzer Conﬁg Conﬁg Config Config Config Config
Polling Frequency 10 ISO/IEC 14443 Type A & Tech Order
Polling Delay 0 ISO/EC 14443 Type B & [v] Seos
% BLE
Removal Delay 5 FeliCa || ) 1. Clear unused RF
e protocols.
Removal Persist 2 iCLASS 14443 Type B || % MIEARE Classic 2. Change priority table.
RF Field Off Delay 5 iCLASS 15693 /| EMIFJ\F{E Ultralight 3. Change pO”Ing
ali ..
e Y o % g frequency to optimize
MIFARE Desfi
RF Field On Delay 20 ISO/IEC 15693 | | (v] sire speed and response of
% MIFARE Desfire EV1 reader.
EMD Enable Prox [a]
- v]
MIFARE Desfire EV2
(v] Note: HID recommends
EMD Frame Length 3 BLE |v] % MIFARE Plus not disabling Config
- cards.
Enhanced Polling | | Config cards |+/] ] L
(a) PIV
1 (v] 2 -
ol

Speak to an HID Sales, Presales Engineer or Field Application Engineer for further information.

Note: Take account of the Polling Config settings in the Contactless Config menu. Disabling a card type in
the Card Type drop-down of the Card Data Selection tab will not prevent the reader from polling for
that card type. Deselecting the card type means only that the card data will not be processed
through the keyboard wedge interface.

Note: Itis suggested to experiment with lower RF Tx/Rx rates to better stabilize the RFID interface. Most
applications will not exhibit a major difference between 106 kbps and 424 kbps. This is because the
error rate becomes greater at higher Tx/Rx rates. It is recommended to change 1SO14443A/B and
FeliCa to lower rates.

For multi-technology cards, the card type detected is dependent on where the reader is in its polling cycle
when the card is presented. Therefore, for card populations involving multi-technology cards, ensure the
unwanted card type is switched off in both the Polling Config and Card Data Selection tabs.
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3.1 Keyboard Wedge mode

This section describes the embedded web-based OMNIKEY 5x27CK Reader Management tool for
Keyboard Wedge. The default configuration for the OMNIKEY 5x27CK is CCID mode. Before using the
Keyboard Wedge mode, enable Keyboard Wedge in the Keyboard Wedge tab.

Keyboard i
Wedge

"N cCardData | InpuiData | Out4 Data
Config Selection Manipulation | Manipulation

Keyboard Wedge Enable |~/

QOutput Type [Keybnard Wedge| - ]

Boot Interface | |

Keyboard wedge operation is a highly configurable read-only application of the reader. Care should be
taken to configure the product correctly, and to enable only the card technologies and data that are
needed at each installation, to lower the likelihood and/or prevent rogue credentials from being introduced
to the application.

The ProcessKeyboardWedge command detailed in the OMNIKEY 5X27CK Software Developer Guide (5127-
903) is the HID recommended implementation.
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3.2 Card In event

The 5x27CK lets you customize your output string for a Card In event (card occurrence recognized by the
reader). On the Out 2 Data Manipulation tab, it is possible to set Card In Event Keystrokes as well as Pre-
and Post-strokes. The Card Data Selection tab allows you to select preset data to be output.

There can be multiple data fields in one output string, for example PACS bits followed by a custom data
field. In this case, ensure the desired data fields are activated and fully configured. Change the order of the
output string data fields by using the up/down arrow buttons (left of the data field names).

Keyboard f Reader \ Host
Wedge Information Interfaces

4 Card Data
Selection

Card Type |MIFARE Classic [ ] Enable MIFARE Classic |/
. Leading Key
Data Field Enabled Byte Reverse Key Type Sector Block Offset Length
N [None [ +]
PACS ) L) [Nene [°]

Custom 1

Custom2 | | 0 & [~] 0 0 0 0

Custom 3 | J 0

L

(LB P )

Data Field Enabled Reverse Offset (Bytes) Length (Bytes)
CSNCustom1 | | [None [~ ] 0 0

Separate data fields from each other by using pre- and post-strokes (Out2 Data Manipulation tab).

3.2.1 Card Out event

The 5x27CK lets you define an output string to be sent when a card is taken from the reader. To do this,
enter the desired keystrokes in Card Out Event Keystrokes on the Keyboard Wedge > General Config tab.

Note: This output string is sent for each card type and does not support card data.
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3.3 Navigating the Keyboard Wedge configuration tabs

Keyboard i Y Contactless |
Wedge
B CardData | InputData | Outi1Data | Out2Data
Config Selection Manipulation | Manipulation | Manipulation
Keyboard Wedge Enable ,LJ/’ Keyboard Lay
Qutput Type [Key board Wedge| r ] Hex Qutput C
Tab Description
General Config Use this tab to enable and setup general keyboard wedge operational parameters.
Card Data Selection Use this tab to enable and disable card technologies and select the data to be read from

the card and reported across the keyboard interface automatically.

Input Data Manipulation Use this tab to configure how the data selected in the Card Data Selection tab is output
across the keyboard interface (Input -> input data from card to reader)
(bit padding, binary/byte reverse, logic operations)

Out 1 Data Manipulation Use these tabs to configure string operations performed on data received from the card,
which is output across the keyboard interface. This includes the format of the output
Out 2 Data Manipulation string, filtering, truncating, padding, pre- and post-strokes.

Note: The Card Data Selection, Input Data Manipulation, Out 1 Data Manipulation and Out 2 Data
Manipulation tabs work together for the specified card technology. When changing the settings for
the data output in any of the Manipulation tabs, you are changing the output configuration for the
active card technology in the Card Data Selection tab.
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3.4 General Config tab

The General Config tab allows you to configure general KBW operational settings that are not dependent
on card type.

A Keyboard " Reader |
Wedge Information Config

"0 cCadData | InputData | OutiData | Out2Data

Config Selection Manipulation | Manipulation | Manipulation
KBW Keyboard Wedge Enable L\_J(’ Keyboard Layout n
Enable

Qutput Type | Keyboard Wedge Hex Output Case n
Keyboard
Boot Interface || Inter-Keystroke Delay 20 Options
Host Operating System n

Card Out Event Keystrokes

Global
Custom CSN Resolution -Ely'tes
KeyStrOke Error Keystrokes n
Bytes
Events -
Allow prestrokes and poststrokes for errors | | s
Tech order after error L\_J(’

Enable Keyboard Wedge Encryption | |

Encryption Key

3.4.1 KBW Enable options

Keyboard Wedge Enable

To enable the Keyboard Wedge mode, select the Keyboard Wedge tab and select the Keyboard Wedge
Enable option. Return to CCID mode by clearing the Keyboard Wedge Enable option.

Note: When Keyboard Wedge is selected, the 5x27CK enumerates as a Human-Interface Keyboard device.
Therefore, CCID interfaces are not available. The web interface is available in both CCID and
Keyboard Wedge modes.

Output Type
Keyboard wedge mode includes two output types, Keyboard Wedge and Custom Report.

Keyboard Wedge Output

The Keyboard Wedge output is the standard. The device enumerates as a keyboard and outputs the
keyboard wedge data as a series of keystrokes.

Custom Report Output

When Custom Report output is enabled the device enumerates as a custom HID USB device and outputs
data as raw APDU as follows:

m The packet size is 40 bytes.
m st byte is the length of data in the packet.
m 2nd byte is the version of the report.

The following bytes contain the keyboard wedge data.
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m In cases where the data length, version, and byte length combine to less than the USB packet size (40
bytes), additional zeros are added for the remaining length.

00007: Bulk or Interrupt Transter (UP), 29.01.2016 14:29:27.634 +0.180, (1. Device: USB Input Device) Status: 0x00000000
e Handle: Oxe91dlad (Endpoint Address: 0xB3]

o
G

10 bytes from the de

HID suggests the use of this mode of operation or using the ProcessKeyboardWedge command in PC/SC-
CCID mode when connected to a computer or other device. See OMNIKEY 5X27CK Software Developer
Guide (5127-903).

Many people view this as a higher security option over keyboard wedge, since nobody can remove the
reader and attach it to a computer to see the data being output by the reader. However, most people use
only the "Card Number"” from HID PACS Data for non-PACS applications throughout the enterprise (e.g.
cafeteria, payment, library, secure print, etc.) so security is dependent upon the application and risk model.

Boot Interface

The Boot Interface option allows the device to advertise support for the keyboard boot interface in its HID
device descriptor when it enumerates as a keyboard device. If enabled, the device is operational on host
systems that only have minimal USB device handling, without support for full USB descriptor parsing.

3.4.2 Global keystroke events
These keystroke events are not card type dependent.

Card Out Event Keystrokes

The OMNIKEY 5x27 reports the keyboard strokes as configured when a supported card is presented and
removed from the reader. These events are referred to as Card Out (removed) events.

Card Out defines a set of keystrokes that are sent over the keyboard interface when a card is removed
from the reader. Due to the card removal from the reader, those keystrokes are generic (card-independent)
and apply to all card types supported by the reader. If the text box is left blank, no action is performed by
the OMNIKEY 5x27 reader when a card is removed from the field.

Error Keystrokes

The OMNIKEY 5x27 reports the configured error keystrokes when the reader fails to access, buffer, process
and report a specific data field as configured in the Card Data Selection tab. Possible instances of a failure
might be:

m Multiple RFID tokens of the same ISO protocol are presented simultaneously to the reader
m The card that is selected does not contain the data wanted.

m The key loaded and or selected in the reader does not match the key loaded onto the RFID token and
access to the data field is denied.

Allow prestrokes and poststrokes for errors

When enabled, the pre-strokes and post-strokes configured in the Card Data Selection tab will be output
by the reader upon an error occurring.

Tech order after error

If this option is enabled, when a card data processing error occurs the OMNIKEY 5x27 reader will continue
processing the card type in the order defined in Contactless Config > Tech Order tab.

The intended use of this setting is for installations that use a mix of technology cards within the enterprise.
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Note: When enabled, the output is delayed until all the card data is processed. If a failure occurs, no data
is output from the reader (for the card type on which the error occurs) including pre- and post-
strokes, as if no card were presented. This prevents the host system from having to process the data
unnecessarily. Note also that this may lead to a flickering ATR display if all the card data cannot be
correctly processed.

3.4.3 Keyboard options

Keyboard Layout

This selection compensates for differences in regional keyboard layouts (for example, different
interpretation of Y key on a US and DE keyboard). This setting must be adjusted to the actual setting of the
host system in which the 5x27CK is connected. The following layouts are built into the reader:

m France

= Germany

m United Kingdom
m United States

m Custom

Example: AY in the keyboard wedge layout US generates a Z on a host-PC using the German keyboard
layout. Only when the keyboard wedge is configured to DE will the Y be interpreted correctly as a Y on the
host-PC.

Custom Layout

The reader allows for any keyboard layout to be used with the reader. To use such a layout, follow these
steps:

1. Create a keyboard layout file using Microsoft Keyboard Layout Creator.

2. Send the created file to HID tech support. They will convert this file to an encrypted file in the correct
format for the reader to interpret.

3. Open the OK5x27CK webserver and navigate to the Keyboard Wedge tab.
4. Select the CUSTOM option from the Keyboard Layout drop-down menu.

[ keyboara Layout [cusTow] - ]

Hex Output Case

Inter-Keystroke Delay 20

Host Operating System

5. Navigate to the System Config tab.
6. Click Apply Changes.

7. For the Load Key Layout setting, click Browse and select the layout file provided by tech